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Abstract: 

It is a critical challenge to establish an appropriate system for governing various data in 

developing smart cities across the globe. The mechanism of data governance, however, would 

vary depending upon the socio-economic environment in which smart cities are located. In 

China, with its distintive instititonal characteristics, it is not yet well investigated what kinds 

of data governance mechanisms are introduced, how data are collected, shared, and used, and 

how potential risks concerning data security and privacy are addressed. In particular, how the 

open data platform is developed through the institutional arrangements of collaboration with 

enterprises and engagement of citizens. This paper analyzes the case of smart city development 

in Shenzhen and examines key opportunities and challenges in data governance. A centralized 

approach led by the government has been emphasized in data governance, with its focus 

evolving from addressing the fragmentation of government data to fostering the integration of 

data in society. Novel policies on sharing principles and data rights have been introduced, and 

open data platforms have been developed through close cooperation between government and 

technology enterprises. Rules and regulations have been introduced to protect data security and 

privacy and facilitate the exchange and use of data for innovation. On the other hand, there are 

insufficient incentives for various stakeholders to provide accurate information. The value of 

data is not yet appropriately recognized in industrial activities, discouraging sharing data to 

facilitate collaborative innovation. Citizens are not necessarily well-informed of what kinds of 

data are collected and how these data are used and may not have sufficient knowledge to make 
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use of the data available. It would be crucial to encourage stakeholder participation and 

engagement in data governance to implement the people-centered approach to smart city 

development. 
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1 Introduction 

More than half of the world’s population currently live in urban areas. This proportion is 

expected to increase to two-thirds by 2050 (United Nations Department of Economic and 

Social Affairs, 2018). The rapid development of urbanization has brought about many 

challenges, such as housing provision, traffic congestion, environmental protection, and public 

safety. Modern urban development dilemma requires cutting-edge technologies, citizen 

engagement, and effective governance systems to tackle pressing social challenges. As a future 

vision for urban development, the smart city has recently received growing attention and 

stimulated intensive discussions about its potential benefits and risks worldwide. 

 

Despite the increasing interest, the concept of the smart city remains ambiguous, and there is 

no unified definition in the literature (Meijer & Bolívar, 2016; Tranos & Gertner, 2012). The 

previous literature has primarily focused on the application of technologies utilizing various 

kinds of data for urban functions and argued that rapidly evolving data-driven innovation is the 

key driver for smart city development. On the other hand, there have been very few studies that 

empirically examine institutional aspects of collecting, sharing, and using data for smart cities. 

Data-related issues constitute the core activities of smart city development, including data 

recording, storing, transmitting, and regulating through new technologies (Abraham, Schneider, 

& vom Brocke, 2019; Ruhlandt, 2018; S. Y. Tan & Taeihagh, 2020; S. Y. T. Tan, Araz, 2020). 

It is a critical challenge to design and implement effective systems for data governance to 

facilitate the use of data to provide technologies and services to citizens while addressing 

societal concerns about data, particularly data security and privacy. 

 

Various types of data governance can be possible, including centralized, decentralized, and 

independent approaches, depending on the local socio-economic conditions. Smart cities 

involve multiple stakeholders, including government, enterprises, academia, non-profit 

organizations, and the public (Broccardo, Culasso, & Mauro, 2019; Ruhlandt, 2018). How data 
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governance is established would affect promoting data-driven innovation, facilitating public-

private partnerships, and encouraging citizens’ participation and engagement in smart cities 

(Angelidou, 2014; Bakici, Almirall, & Wareham, 2013; Roy, 2014). Data platforms 

particularly play an important role in data governance. They bridge the distance between the 

government and the public, providing opportunities for stakeholders in various sectors to 

understand what kinds of data are available and explore how these data can be used to address 

their interests or concerns. Collected data also provide a robust basis for decision-making by 

city managers and improve the efficiency of public services (Borgman, Heier, Bahli, & 

Boekamp, 2016; Effendi, Syukri, Subiyanto, & Utdityasan, 2016; Ruhlandt, 2018) 

 

As many countries are actively involved in constructing smart cities, China has become one of 

the leading countries in smart city development in the world. With more than 490 smart cities 

planned or initiated, China currently accounts for almost half of the smart cities worldwide 

(Deloitte, 2020). Shenzhen, in particular, is one of the first cities to explore the construction of 

a smart city in the country. As a city with well-established supply chains for the electronic 

industry, Shenzhen has developed an industry cluster that can provide critical components for 

the smart city. A key feature of Shenzhen’s smart city development is close cooperation 

between the government and high-tech enterprises. These companies collaborate with the 

Shenzhen municipal government by providing their knowledge and expertise on advanced 

technologies, including big data, the Internet of things (IoT), cloud computing, and artificial 

intelligence (AI). 

 

Compared with technical development, it is not understood how data is actually collected, 

shared, and used and how data governance contributes to creating innovation in smart cities in 

China. Many questions remain unexplored concerning various aspects of data governance, 

including open data management, institutional arrangement, data security, and privacy 

protection. Focusing on the case of Shenzhen, this study investigates what kinds of data 

governance mechanisms have been introduced, how data are collected, shared, and used, and 

how the government addresses the challenges concerning data security and privacy in China. 

In particular, we examine the city’s experience of developing open data platforms through 

collaboration with enterprises and establishing institutional arrangements for data collection, 

sharing, and use, as well as citizens’ engagement in smart city programs. The case study is 

conducted by analyzing information obtained from government documents and websites and 



4 

 

also through interviews. Implications for public policy and institutional design are explored for 

data governance systems that would be conducive to innovation while addressing societal 

concerns. 

2 Literature Review 

Data governance is a critical aspect of smart city development. Sophisticated information and 

communication technologies and data-intensive devices and equipment are extensively 

deployed in smart cities (Allam & Dhunny, 2019; Silva, Khan, & Han, 2018). Urban 

management based upon a large amount of data is expected to enable effective decision-making 

and broaden public participation and collaborations through smart technologies (Yanliu Lin, 

Zhang, & Geertman, 2015; Ruhlandt, 2018). Data governance mainly concerns what kinds of 

decisions to make and who is involved in decision making (Dyche & Levy, 2006; Hagmann, 

2013; Khatri & Brown, 2010; Otto, 2011). More specifically, data governance involves cross-

functional collaborations, data management framework, enterprise data assets, decision rights, 

accountability, and related data policies and regulations (Abraham et al., 2019). It is essential 

to examine how these aspects are implemented in the practice of data governance. 

 

Previous research concerning data governance mainly discusses planning and implementing 

data management activities, which involve structural, procedural, and relational aspects  

(Abraham et al., 2019). Structural elements involve the roles, actors, and accountabilities of 

decision-making (Borgman et al., 2016; Ruhlandt, Levitt, Jain, & Hall, 2020). Procedural 

issues mainly concern recording, storing, sharing, and using data and protecting data security 

and privacy. Appropriate policies, standards, and rules are required to guarantee the proper 

implementation of various stages of data governance (Abraham et al., 2019; Borgman et al., 

2016). Relational mechanisms concern how collaborations are facilitated between stakeholders 

in the public and private sectors in building smart cities. 

 

With  the penetration of Information and communication technologies (ICTs) in the electronic 

government (e-government) (Gil-Garcia, 2007), it increasingly plays a significant role in 

facilitating the effectiveness of public services delivery and government managerial 

capabilities (Ma, Christensen, & Zheng, 2021). However, due to the complexity of technologies, 

governments across the world tend to cooperate with private sectors to co-construct IT 

infrastructures and data linkage platform to more effectively deliver public services (Medaglia, 

2017). Since the principles of open data government were promoted in California in 2007 
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(opengovdata, 2007), the public demand for open government data has rapidly increased. The 

advocates and practitioners have to consider the huge management cost of the large volume of 

data and the huge investment in technical support and technicians. To attract more enterprises 

and entrepreneurs to participate in the open data movement, it is essential for governments to 

further explore the business potential and value creation of open data based on the original 

intention of building a transparent government (Deloitte, 2012; Magalhaes, 2020; Mayernik, 

2017). Therefore, how public and private sectors collaborate to create a positive cycle of an 

open data ecosystem has become a critical issue. Pioneering countries and organizations such 

as the United States, the United Kingdom, and the European Union have taken the lead in 

facilitating the cooperation modes between government and enterprises. For instance, Finland 

has actively adopted various open data strategies and networking initiatives through public-

private partnerships, and this action has led to the emergence of data-driven entrepreneurship 

and the revolution of public sector innovation (Kassen, 2022). In Sweden, a triple helix e-

government initiative adopts the public-private partnership that involves 16 organizations from 

universities, government, and industry to improve real estate development (Ruuska & Teigland, 

2009). As the use of public and private collaboration brings benefits to e-government 

performances, it seems to provide a mode for some developing countries to overcome their 

public management challenges and to catch up with the advanced countries (Palaco, Park, Kim, 

& Rho, 2019). In 1999, the Malaysian government implemented an e-procurement system in 

the form of a Build-Operate-Transfer (BOT), through which the private sector was primarily 

responsible for setting up and maintaining the online procurement system, and government 

staff were responsible for reviewing and approving the permits (Kaliannan, 2010). To achieve 

“Digital  Bangladesh” and  “Vision2021”, the Bangladesh government has set up 4554 Union 

Digital Centres (UDCs) to co-deliver public services with local entrepreneurs at low cost in 

rural areas (Faroqi, 2015; Islam, 2018). Due to the huge heterogeneity of governments in 

different regions, Chinese governments, adopt a variety of forms of public-private for data 

governance in the field of smart cities. The term “Public-private partnership” has more broader 

definitions in Chinese policy arrangements and academic literature. Public-private partnership 

in China’s digital governance typically includes all types of partnerships between the public 

and private sectors in e-government, which can be loosely defined as "all types of cooperative 

institutional arrangements between public and private sector participants". In Chinese policy 

documents and academic literatures, it is more common to use government-enterprise 

collaboration/government-business collaboration to refer to public-private collaboration and 
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broader public-private partnership (X. Yang, Liu, & Zheng, 2020). Specifically, it includes 

procurement, outsourcing, and public-private partnerships (PPP). The type of cooperation that 

governments should choose often depends on multiple variables such as performance goals, 

costs, risks, political pressures, etc (X. Yang et al., 2020). Government procurement is mainly 

used for the direct purchase of products, services or technological solutions by the public sector 

from companies and is applied to the one-time transaction (Allen, 2005). Outsourcing in the 

field of data governance normally refers that the government decentralizing a portion of e-

government construction, data management and services delivery to firms or non-profit 

organizations through contracting to achieve an effective supply of public goods. It usually 

includes general contracting mode and subcontracting mode in the process of smart city co-

construction in China. Public-private partnership is the governance of relationships based on 

long-term cooperation, shared risks, and common goals between public and private sectors 

(EfficiencyUnit, 2008). According to Liu, Yang, & Zheng, the collaboration between 

governments and enterprises for e-government in China has experienced the evolution of four 

stages: outsourcing, service co-delivery, joint management, and collaborative governance (Liu, 

Yang, & Zheng, 2020). And with the higher level of engagement of private sectors in e-

government construction, the perception of value-added technologies, the roles of government 

and enterprises in services delivery, the nature of the government-business relationship, the 

collaborative mechanism, and the outcome achieved have witnessed dramatic changes.  

 

One of key approaches to data governance for smart cities is to utilize various data in a more 

decentralized way. A data linkage platform can be developed by professional vendors and 

operated by local governments, whereas private service providers can offer various services. 

As long as the residents of the smart city agree, it would also be possible for either public 

agencies or private enterprises to provide services and the platform, making consent by the 

residents particularly crucial in data governance. The data linkage platform does not need to 

maintain an extensive central database, as data can be stored in separate databases in a 

distributed way. The providers of digital data and services would be required to make their 

application program interfaces (APIs) open to the public so that any information system can be 

developed through the data linkage platform.  

 

Open data platforms are particularly expected to contribute to facilitating decision-making, 

improving public services, and encouraging broader collaboration for innovation in smart cities 
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(Roy, 2014). It has been shown that open data policies promoted the proliferation of innovative 

products and the development of entrepreneurial industries, which would play a crucial role in 

the creative economy ecosystem (Jung & Park, 2015). Empirical research shows that smart city 

plans could promote scientific and technological innovation (Caragliu & Del Bo, 2019). The 

number of patents filed by cities with smart city policies is higher than the EU average, 

especially for high-tech patents. For utilizing data for innovation, an ecosystem of supply-side 

and demand-side participants in open government data platforms needs to be cultivated 

(Bonina & Eaton, 2020). Innovators can use data sets from public agencies to create novel 

technologies and services. Open data programs show what kinds of data the government has 

and stimulate the use of such data to create innovation in various fields. The government would 

also be interested in collecting data to understand people’s reactions to the policies introduced 

to improve policy-making (Bertot, Jaeger, & Grimes, 2010; Clarke & Margetts, 2014). 

 

Smart city development has raised many concerns about data governance, particularly 

transparency, data security, and privacy protection. There is an increasing demand for public 

agencies to release the data they possess as a legitimate right of citizens (Bertot et al., 2010). 

Transparency in data governance also helps to discourage corruption by making data easy to 

access and check (Ball, 2009). Open data programs initiated by many governments, however, 

would not necessarily meet expectations to increase transparency or clarify decision-making 

processes (Clarke & Margetts, 2014). Open data initiatives hence must be part of more 

comprehensive efforts to establish data governance by improving transparency, enhancing civil 

rights, and promoting reform in public services (Ojo, Curry, & Zeleti, 2015). 

 

Previous studies have preferred to discuss intelligent technical solutions in smart cities (Botta, 

2016; Jin, Gubbi, Marusic, & Palaniswami, 2014; Piro, 2013; Sun, Song, Jara, & Bie, 2016; 

Zanella, Bui, Castellani, Vangelista, & Zorzi, 2014), because smart cities heavily rely on 

technological tools to build smarter and more sustainable cities (Stübinger & Schneider, 2020). 

However, with the rise of the concept of a “sustainable smart city”, some scholars started to 

question that technology is not the solution for all urban management problems (Thomas, 

Wang, Mullagh, & Dunn, 2016). Supporters of “Sustainable Smart City” have argued that the 

smart city paradigm is not only about technology but also about the socioeconomic and 

environmental aspects. Particularly, the smart city should focus on the needs of citizens and 

communities (Nam & Pardo, 2011). As the city management paradigm is shifting from 
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traditional and compulsive management to modern governance with citizen participation and 

collaboration, there is also a growing call for a citizen-centered approach to achieve social 

inclusion and innovation in the smart city. Latest studies started to pay attention to governance 

based on a citizen-centered approach, emphasizing promoting civic engagement and citizen 

participation in democracy and city affairs (Bolívar, 2017). Some believe this approach has 

improved the government’s capacity to offer proactive, precise and personalized public 

services to citizens (Baesens, Bapna, Marsden, & Jan, 2014; Linders, 2012), while other studies 

criticized the level of citizen engagement and public empowerment in smart cities still 

questionable (Paskaleva et al., 2017). Further, some scholars pointed out that the so-called 

“citizen-centric” in the field of the smart city is a limited consumption choice and individual 

autonomy rooted in stewardship and civic paternalism instead of civil, social and political 

rights and the common good (Cardullo, 2019). The level of citizen participation in public 

affairs also influences the choice of the open data model, which is at a crossroads of “Data over 

the Wall,” “Code Exchange,” “Civic Issue Tracker,” and “Participatory Open Data” (Sieber & 

Johnson, 2015).   

 

Data security and privacy protection are major concerns in data governance. While the existing 

research points out potential risks and relevant challenges, few studies provide concrete policy 

recommendations on how to maintain data security and privacy in the context of smart cities. 

Most of these studies are technical, mainly focusing on information and communication 

technologies involved. Current approaches to privacy and data security in the smart city data 

system concern privacy avoidance policy, medium-term privacy policy, and data provenance 

(Dhungana, Engelbrecht, Parreira, Schuster, & Valerio, 2015). People’s concern over data 

privacy primarily stems from who will deal with their data and their degree of trust in the data 

management agencies. Information concerning personal issues needs to be dealt with, 

depending upon whether it is individual or aggregate data and whether it is used for public 

services or regulatory purposes (van Zoonen, 2016). 

 

Various kinds of data obtained in smart cities to facilitate innovation and create new economic 

opportunities pose serious challenges to data security and privacy (Elmaghraby & Losavio, 

2014). Information sharing and exchange would increase the chance of disclosing or leaking 

sensitive private data, such as personal name, email and postal address, date of birth, 

geographical location, bank account number, photo, and political views (Kulk & van Loenen, 
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2012). Trust in institutions could diminish if their data sharing creates privacy risks that will 

harm citizens and individuals. An integrated framework to manage diverse types of data would 

be required to address legal, cultural, and institutional issues in a cross-sectoral manner 

(Dulong de Rosnay & Janssen, 2014). Government can play a crucial role in leading open data 

activities and promoting multi-sectional collaborations. Public agencies can take initiatives to 

cooperate with private enterprises and encourage citizens’ participation and engagement in data 

governance. 

 

Despite these previous studies, little research has been conducted to empirically examine the 

mode of data governance and the mechanisms and processes involved, particularly in China.  

Erie analyzed transactional data governance mechanisms taking the case of Beijing city in 

China’s Digital Silk Road (Erie, 2021). Große-Bley and Kostka empirically investigated smart 

cities in China and provided empirical insights into the implementation of digital governance 

systems at the local level in China, the barriers they face and their broader implications, using 

Shenzhen as an example (Große-Bley & Kostka, 2021). Li, Ma and Wu discussed the data 

privacy issue of post-pandemic data governance through comparing the benefits and risks 

brought by contact tracing applications in mainland China, Hong Kong, and Singapore (V. Q. 

T. Li, Ma, & Wu, 2022). And also there is a stream of studies explored the data governance 

framework in China’s healthcare and finance industry (Q. Li et al., 2019; Wang, 2022). It has 

not been investigated how data is collected and managed and how open data promotes 

innovation while addressing potential data security and privacy risks in smart cities in the 

country’s socio-economic conditions. In particular, how the Shenzhen government develop 

open data platform through the institutional mechanisms of collaborating with local high-tech 

firms and encouraging citizen participation in its data governance system is still unclear. 

 

3 Institutional Background: Data governance in Shenzhen, China 

As most other cities in China, local government take the lead in establishing smart city in 

Shenzhen. However, different entities within the government may be in charge for different 

duties. Potential obstacles may not only exist in the collaboration with external entities, but 

also happen in the coordination among various public sectors. In addition, the unique local 

population conditions had affected the government’s decisions in data governance too. To 

present an overview of data governance of Shenzhen, this section first reviews the roles of 
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government in smart city development in the past decades and further explores how different 

actors coordinate in the process of building an open data platform in recent years.  

Shenzhen has been regarded as one of the pioneering cities in China’s smart city history. 

Relying on solid foundation in information and electronic technology industries, Shenzhen has 

explored many practices related to data, and initiated corresponding institutional innovation in 

governance. In the past two decades, data governance in Shenzhen shows a trend shifting from 

fragmentation to integration. Since the late 1990s, Shenzhen government has been going 

through four major stages in the smart city construction: establishing information, 

communication technology (ICT) infrastructure, E-government practice, Zhi Wang Project, 

and a mature network of smart city. 

3.1 Infrastructure Establishment and E-Government Practices 

In the initial stage, Shenzhen’s government decided to invest in building ICT infrastructures in 

all districts regarding the city had not been covered with a comprehensive information system 

yet. Although the Internet was becoming an worldwide popularity, a shortage in ICT 

foundation was identifies as a main challenge for Shenzhen to pursue a smart city. After the 

first national informatization working meeting was hosted in Shenzhen in 1997, a series of 

projects for communication networks, databases and platform were initiated.  

Moving to the 2000s, Shenzhen switched  focus from facilities to e-government promotion. As 

one of the first batch of pilot cities to offer e-government services in China (XinhuaNet, 2002) 

the city tried to empower the traditional public services with ICT technologies. Different public 

sectors could internally communicate via online working platform, meanwhile externally 

facilitated information sharing to the public. Besides, citizens began to enjoy some civil 

services via Internet without going to public agencies in person.  

At this stage, the early investment in ICT infrastructures had been effective in improving the 

convenience of public services (Yi Lin, 2017). The city, however, still faced challenges from 

various aspects. First, different departments within the government met problems with 

coordination in some civil services. For example, citizens may feel difficult to tackle issues 

that require efforts from more than two sectors, as they could not share data and co-working 

with other departments in a unified system including all kinds of data (Wu, 2019). Second, 

digital services were only limited in government issues, which is far away from reaching a 
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smart living goal. The citizens were still in large demands of services covering more sectors. 

Third, the government could only provide public services via the system to residents with 

hukou, which did not cover more than 63% migrant workers in Shenzhen (StatisticalBureau, 

2010). These migrant workers usually moved or changed jobs frequently. Therefore, the city 

government could not get sufficient data of them and consider their demand when making 

decisions. In turn, these residents without hukou may not fully enjoy the social welfare. In 

conclusion, data governance in Shenzhen was fragmented and in short of usage. 

3.2 Development of the new smart city 

To address the above concerns, Shenzhen government next proposed Zhi Wang project, in 

Chinese means net weaving, to confirm urban data sources and gather data on the basis of 

communities (Shenzhen Industrial and Information Technology Bureau, 2013). Our paper will 

discuss this project in detailed in the following case analysis section. Overall, introducing the 

Zhi Wang project successfully helped Shenzhen government collect sufficient data for public 

services and promote collaborations among stakeholders in the smart city. 

Based on a comprehensive information network built in the Zhi Wang project, smart city 

development in Shenzhen stepped forward into a novel stage with integrated urban data 

platform (S. Yang, 2019). The city’s government, private enterprises, and citizens engaged in 

constructing and using smart city facilities in this period. The structure of the new smart city 

in Shenzhen is illustrated in Error! Reference source not found. (Shenzhen Municipal 

People's Government, 2018). The scope of open data has also been extended from internal 

sharing within the government to opening up data to the whole society. In this data platform, 

the major role of the government changed from services provider to supervisor and manager 

(China Academy of Information and Communications Technology, 2019). At the same time, 

local high-tech enterprises became technical supporter and operators. Citizens were main data 

providers and customers of the data platform. The mature information network and data 

platform laid a solid basis for Shenzhen’ data governance later.  
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Figure 1 The Structure of the New Smart City in Shenzhen 

 

4 Methodology 

This study is an exploratory research investigating how government developed open data 

platform via institutional arrangements of co-building information system with technology 

enterprises and encouraging citizens to participate in related activities. The empirical setting 

relies on the data governance experience of Shenzhen, China. In this paper, our major research 

method is case analyses that primarily focus on government’s roles in data governance from 

two aspects: how to cooperate with private enterprises and how can government facilitate 

citizen engagement in establishing and using the open data platform.  

 

Data of this study is mainly collected from interviews and desktop research on related 

government documents. For the first analysis on co-establishment open data platform between 

government and enterprises, we conducted two semi-structured interviews with a representor 

of Cloud Service department in Tencent Group, which is one of the largest outsourcing 

technical supporters for Shenzhen government in smart city construction. The first interview 

focused on experience of previous collaboration between their enterprise and the city’s 

government. We collected detailed information on the modes of cooperation, how they 

coordinate with different sectors related to data governance, and how to provide technical 

supports after the platform was operated. The second interview concerned how government 
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use the data platform to provide services, including details on data collection, using, sharing, 

and related policies for privacy protection. In addition, we also collected some government 

documents guiding government-enterprise collaboration and some related policies. 

 

For the second set of analysis on citizen engagement in data governance, we focused on the 

how the government encouraged citizens to participate in the Zhi Wang project on the basis of 

communities. On the one hand, we obtained data on why the government decided to initiate 

the project and how the project was implemented from open policy documents. On the other 

hand, to further understand the details of policy implementation, we also had access to some 

interior government documents summarizing practical experience on when implemented the 

project from related departments in Nanshan district, which was the first district in Shenzhen 

that introduced this project. These documents illustrated how the communities’ workers 

collected citizens’ information in their daily work, how citizens provided data and used the 

data platform, and reflections on lessons from project implementation. 

 

Finally, we also discuss policies on data application and privacy concerns. These policies were 

introduced to help the data platform operate according to the development of above hardware 

infrastructures. We obtained related data on policies from different public sectors. 

 

5 Government’s experience in establishing open data platform 

5.1 The Zhi Wang project as a model of a citizen-centreed smart city 

In addressing the challenge of data fragmentation, the government came to emphasize 

developing a smart city. The Smart Shenzhen Planning Outlines was published in 2011 for the 

construction of a smart city (Shenzhen Industrial and Information Technology Bureau, 2013). 

Recognizing that data is a vital foundation of a smart city, Shenzhen started to assemble various 

types of data resources in the city. The municipal government proposed to make every citizen 

become a data provider. In 2013, it started the Zhi Wang (Net Weaving) project, which aimed 

to connect urban data on a grid basis by promoting multi-stakeholder collaboration. The 

schematic framework of the Zhi Wang project is shown in Figure 2. 
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Figure 2 The Schematic Framework of the Zhi Wang Project in Shenzhen 

           

The Zhi Wang project was implemented for social and community networks based on the core 

of the public information resources base. The public information resource base is a database 

that covers essential information on population, administration officials, houses, and public 

events. Shenzhen has set up a unified public information resource base that can access across 

government departments. The public information resource base operates relying on an 

information collection system in which data is assembled from the 15,000 community grids in 

the city through mobile intelligent terminals. All the information collected to the public 

information base is analyzed in the decision analysis support system to deliver public services 

to citizens in an efficient way (General Office of Shenzhen Municipal Committee of the 

Communist Party of China & General Office of Shenzhen Municipal People's Government, 

2014). The social network aims to assess, process, supervise, collect feedback, and manage 

social affairs on an online platform. The community network is more service-oriented as it 

provides administrative services, public services, and business services to the citizens. It also 

deals with public opinion surveys, decision-making, and elections of community residents (X. 

Li, Han, & Cui, 2014). The two networks are supportive of each other; for example, views and 

opinions from the communities could be incorporated into decision-making by government 
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departments in handling social issues. Ultimately, these two networks aimed to improve the 

administrative efficiency of government agencies and provide various kinds of services to 

citizens in more convenient ways. 

 

The Zhi Wang project addressed the fragmentation of data within the government by linking 

the data held by different agencies into one public information resource base. The 

implementation of the Zhi Wang project demonstrated the central role played by the 

government in establishing data governance of the smart city in Shenzhen. To deal with the 

fragmentation of data, the government took a top-down approach to implement integrated and 

coordinated strategies, stressing holistic operation and cross-department collaboration in 

constructing the smart city (X. Li et al., 2014). All initiatives of the Zhi Wang project were 

designed and planned at the top level by the highest government agency. That helped break the 

information silos within the government and share relevant data. The whole-of-government 

approach made it possible to provide public service channels consistently and allocate 

necessary resources systematically. 

 

The government also played a vital role in clarifying institutional aspects of data sharing in the 

smart city. To address the problem of unclear authority and responsibility in data sharing, the 

government formally issued the Measures of Shenzhen Municipality for the Administration of 

Government Information Resources Sharing in 2015 (Shenzhen Municipal People's 

Government, 2015). The policy specified that the municipality government owns the data 

collected by all departments of the government. The department that has collected specific data 

has the right to manage the data, whereas other departments have the right to use the data. The 

new measures have clarified that the government data is shared among the departments by 

default. Special approval is required if any data are not to be shared. These measures addressed 

the rights of ownership, management, and use of government data and provided institutional 

guarantees for data sharing within the (Shenzhen Municipal People's Government, 2015). 

While these regulations facilitated data sharing among its departments and agencies, it was not 

extended to the public due to bureaucratic resistance. 

 

Unlike the central role played by the government, the level of citizens’ engagement in this 

project is not as straightforward. To begin with, citizens serve as a data provider in this system, 

as they provide to the information collectors their relative information, which altogether forms 
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Zhi Wang’s database. Secondly, citizens can express their opinions and complaints through the 

system. Finally, the Zhi Wang project aims to provide better public services to the public. 

Comparing to traditional public service systems in China, this project benefits Shenzhen 

citizens by enhancing the efficiency and accessibility of public services.  

 

According to Cardullo there are four levels of citizen participation: non-participation, 

consumerism, tokenism, and citizen power (Cardullo, 2019). As for the Zhi Wang project, it 

matches the description of the highest level of citizen participation that a top-down model can 

achieve, tokenism, which allows citizens to provide feedback to the government and make 

complaints but not be a leader or co-creator of the system, and data in the system are not open 

to the public. Nevertheless, although it does not match the highest level of citizen participation, 

the citizen power level, it to some degree paves the way to it, as the system facilitates local 

elections and could potentially enable more democratic decision-making processes. To further 

increase the citizen participation in the Zhi Wang project, the Shenzhen government can 

involve the citizens more in the design and management of the system. For example, the 

citizens could act as a regulator of the data usage in the system, and the voting system enabled 

by the Zhi Wang project could in return be used to decide what can data in the system be used 

for.  

 

5.2 The Shenzhen Open data platform as a model of a collaborative smart city 

 

In the Shenzhen smart city, data governance focuses on the centralized approach led by the 

government. Various activities concerning data governance are illustrated in Figure 4. 

Government departments and agencies are primarily responsible for collecting urban data (Wu, 

2019). The types of data collected by these departments and agencies are diverse 

(TencentCloud, 2020a). For example, the public security agencies, civil affairs departments, 

and medical authorities maintain databases on individuals related to their specific domains. 

Data about enterprises, including business registration, tax, and social security, and those 

related to citizens’ daily life are also collected by different government agencies. The public 

sector collects data mainly through self-reporting and community workers collecting data door-

to-door. Other data collection methods include collection through surveillance cameras and 

web crawling. While technology enterprises provide technical support for the government to 
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build data platforms, they are not directly involved in collecting data (Tencent Cloud Employee, 

2020a; TencentCloud, 2020a) . 

 

All the data in the data platforms are basically managed by the government. In the early stage 

of platform development, the enterprises that have provided technical expertise are responsible 

for maintenance (TencentCloud, 2020a). As the operation becomes stable, all the data are 

transferred to the government and operated independently from the private companies through 

the government could platform. Sometimes it would also be possible for the government to set 

up a subsidiary to run the data platform or seek technical help from the technology enterprises 

that have collaborated on the platform (TencentCloud, 2020a). For example, the Shenzhen 

government’s service app “Shen i Nin`” was initially developed and operated by Tencent 

(iShenzhen, 2020). At a later stage, the data was transferred to the government and managed 

by itself (TencentCloud, 2020a) While this approach would ensure that the government is in 

charge of data management, the government might not have sufficient technical expertise or 

personnel for proper operation and maintenance  (ShenzhenGovernment, 2022). 

 

The collected data are basically available for use by various stakeholders through data 

platforms such as the Shenzhen Municipal Government Data Open Platform as well as other 

web portals (i Shenzhen, Shen i Enterprises, Shen Governance Smart and Shen Government 

Easy) (ShenzhenGovernment, 2022). Currently, data users are mainly government departments 

that require data to provide various kinds of services to the public (TencentCloud, 2020a). For 

example, the financial authorities primarily use the financial data for regulatory functions. 

Police would use the data to crack down on financial crimes. Other ways to use the data through 

the data platforms include using data for research purposes (TencentCloud, 2020a). 

 

Data involving sensitive data concerning privacy, however, are basically kept in the public 

sector. The government authorities claim that a high degree of confidentiality is maintained for 

data related to personal privacy, which is provided by citizens with informed consent. All the 

agencies and individuals need to undergo strict approval procedures to access the data. Once 

they have received approval, they can only access datasets that do not involve sensitive 

personal data, especially data concerning specific target groups with fewer than 20 people 

involved (TencentCloud, 2020a). 
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There are many issues and challenges in facilitating the use of data through data platforms. A 

major obstacle to data sharing is coordination between different government departments. As 

they do not have well-established rules for sharing and exchanging data, it is still difficult to 

efficiently establish a comprehensive public data platform (TencentCloud, 2020a). In addition, 

data cleaning is also a considerable challenge. Much of the data cannot be presented as they 

are heterogeneous and hence need to be standardized to make them readily available for users 

to operate. Although the government information center usually takes care of this task, the 

sheer volume of data slows progress in open data management (TencentCloud, 2020a).  

 

Data platforms are the core of new smart in Shenzhen. The construction of data platform has 

benefited from the knowledge shared by high-tech companies through outsourcing and 

government procurement modes. The specific modes of outsourcing include enterprise general 

contracting, subcontracting, and government purchasing (Tencent Cloud Employee, 2020a, 

2020b). For enterprise general contracting, a large firm (also called a system integrator) usually 

signs an agreement directly with the government for the whole project. The company is 

basically responsible for the project and needs to undertake most of the platform development 

work. Local high-tech companies such as Tencent, Huawei, and Ping An Technology will be 

invited to bid for system integration projects. Some tasks in the project would also be 

subcontracted to other partners when available technologies or expertise are insufficient. The 

advantage of this model is that the general contractor takes full responsibility for the project. 

When there is a problem with the products delivered by subcontractors, the government can 

directly hold the general contractor responsible for the project without any necessity to deal 

with many other companies involved. However, because there are so many interested groups 

involved, the general contractor needs to balance the interests of stakeholders and may bear 

greater reputational and profit risks in the event of product delivery problems.  In the 

subcontracting mode, the general contractor signs agreements with multiple enterprises in 

different sectors to complete a project. The subcontractor include services operators (e.g., 

China Telecom, China Mobile, and China Unicom), hardware developers (e.g., Huawei), 

software developers (China Electronics Technology Group, iFlytek, and Kingdee) 

(TencentCloud, 2020b). The government can take advantage of enterprises in different fields, 

although the government needs to balance the relationships among various stakeholders. In the 

case of government purchasing, the government can obtain products from enterprises annually 
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rather than setting up specific projects separately. This model is generally applicable to small-

scale projects, as large projects cannot take the mode of government purchasing. 

 

Beyond data sharing among government departments, the processed data will be open to the a 

variety of users (companies, researchers, and citizens) through data platforms. For example, 

the municipal government has published standard-formatted data and API interfaces from 

different agencies (Education, Finance, Labor, and Transportation) on the Shenzhen Municipal 

Government Open Data Platform (DataManagementBureau, 2022). The platform also provides 

other resources and tools for analysis and visualization to support the application of data. 

 

Figure 3 The Structure of the New Smart City in Shenzhen 

 

A notable feature of data governance in Shenzhen is the involvement of Internet giants like 

Tencent. They often perform as builders and sometimes maintainers of smart city systems. 

With their advanced technology in big data and artificial intelligence, these tech firms have 

significantly increased the capacity and efficiency of smart city systems.  

 

Even though the tech firms are deeply involved and indispensable in Shenzhen’s smart city 

projects, their access to sensitive data is carefully managed by the government. It is difficult 

for the government to keep a balance between utilizing tech giants’ data processing 

technologies and protecting sensitive public data from these private firms. A solution to this 
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dilemma would be setting up state-owned companies which focus on these data processing 

technologies and let them gradually learn how to manage these advanced data systems.  

 

 

Figure 4 Data Governance in the Shenzhen Smart City 

 

6 Policies coordination in data application and data privacy protection 

6.1 Policies for protecting data security and privacy 

As data sharing and use are encouraged in smart city development, it is crucial to establish an 

institutional environment for data security and privacy protection. With the widespread 

application of data-intensive technologies such as IoT, AI, blockchain, and cloud computing, 

smart cities in China have been experiencing explosive volumes of data. Serious concerns have 

been raised about the security of data, as the open data approach would increase the risk of 

intentionally leaking or mistakenly disclosing sensitive data, including sensitive personal data. 

The risks associated with the disclosure of confidential data have become a major reason for 

government departments to refuse to open and share their data (Wirtz, Piehler, Thomas, & 
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Daiser, 2016). Therefore, it is essential for the government to balance the benefits of open data 

and the risks concerning data security and privacy. 

During the lifecycle of data governance, there are different types of risks to data security and 

privacy (Zhang, 2022). In data collection, personal data may be collected excessively or 

without proper consent. In data storage, personal data may be stored indefinitely or be leaked 

out. On data platforms, sensitive personal data may be disclosed, or governments may focus 

too much on individual data, neglecting aggregate data. In data usage, different aspects of 

personal data may be aggregated by AI technologies, potentially leading to identifying 

individuals. These risks to data privacy and security would reduce people’s confidence in 

collecting, sharing, and using data in smart cities. China’s digital industry has developed a 

complete industry chain, which can cover data collection, storage, process, use, and 

transmission (Chen, 2020). The institutional environment concerning data security and privacy 

protection, however, was lagging behind, and there were few laws and regulations for the 

public and private sectors as well as citizens to follow in conducting data-related activities. 

 

Responding to this challenge, the Chinese government has recently started to introduce a series 

of laws and regulations for data security and privacy protection. The Cyberspace 

Administration of China released a new regulation on data security, the Data Security Law, in 

September 2021 (National People's Congress of the People's Republic of China, 2021). This 

legislation could be regarded as China’s equivalence to the General Data Protection Regulation 

(GDPR) of the European Union. Compared to the Cybersecurity Law introduced in 2016, the 

Data Security Law provided legal protection for personal information and essential data. Prior 

to its release, China had published several policy documents on the protection of personal 

information. These policies, however, did not possess explicit legal force for implementation. 

Therefore, the Data Security Law is considered the first legal regulation on data security in 

China (Jiang & You, 2019). 

 

The Data Security Law concerns the whole lifecycle of data governance, including the 

collection, storage, transmission, processing, and use of data, as well as the protection, 

supervision, and administration of data security (State Internet Information Office, 2019). By 

clarifying regulations, the law is expected to effectively promote the application and transaction 

of data, which would ultimately promote the development of the digital industry. For data 

collection, network data operators need to formulate and inform rules about the storage 
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methods and retention period of personal data before they collect them. For data processing 

and use, the network operators need to ensure data users’ consent and timely responses to users. 

For supervision and regulation of data security, the Cyberspace Administration of China and 

relevant departments of the State Council are responsible for the security protection of data 

provided by network operators. Network operators are required to promptly inform users when 

security incidents occur. When network operators violate the laws, punishment measures such 

as confiscating income or suspending operations will be implemented (National People's 

Congress of the People's Republic of China, 2021). The Data Security Law has also introduced 

a data protection system according to different types and significance levels of data (National 

People's Congress of the People's Republic of China, 2021). These provisions would help 

private companies that participate in data-related activities implement their plans and 

guidelines for data security. 

 

There are still challenges that remain in the law with regard to data security and privacy 

protection. For example, the feasibility of implementing regulations and policies needs to be 

considered carefully in the context of smart cities. The number of subjects and the volume of 

data would be overwhelming due to the dynamic nature of real-time data and the wide range 

of network operators. The proposed record system to review and manage the data security 

mechanism for network operators might be challenging to implement. Also, compared with the 

significant fines that can be imposed on companies under the EU’s GDPR, the measures 

introduced in China enforce relatively weaker penalties, which are only limited to warnings 

and exposure to the public. 

6.2 Policies for promoting data trading and applications 

While data security and privacy protection are increasingly emphasized, with the emergence 

of the digital economy, data are expected to contribute to stimulating innovation. Hence a 

significant challenge in data governance is to encourage stakeholders in society to use data for 

various applications, particularly for economic and business purposes. It is crucial to clarify 

the conditions and requirements for handling data so that data users would be assured of the 

protection of their data assets. Intending to address this issue, the Shenzhen Municipal 

Government issued the Data Regulations of Shenzhen Special Economic Zone in July 2021 

(Standing Committee of People’s Congress in Shenzhen, 2021). In this legislation, a specific 

framework for data markets has been introduced to facilitate the exchange of data. That has 
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brought a new perspective that the digital economy requires serious consideration and 

clarification in dealing with data for economic and industrial development. 

 

The most fundamental challenge in protecting data assets is to clarify the data definitions and 

data categories. The Shenzhen Data Regulation elaborates further on data classification, data 

activities, and security guarantees, taking forward many issues introduced in the Data Security 

Law. For example, the regulation distinguishes public data from government data. Public data 

refers to various types of data collected, generated, recorded, or saved in a particular form when 

government agencies provide public services (Standing Committee of People’s Congress in 

Shenzhen, 2021). Therefore, the definition of public data is broader than that of government 

data. Even though data are not controlled internally by government departments or are from 

private sectors, they are regarded as public data as long as they are used for public purposes. 

 

The Shenzhen Data Regulation also provides a legal basis for public management and service 

agencies to acquire external data from private enterprises (Standing Committee of People’s 

Congress in Shenzhen, 2021). Further clarification would be required about how much the 

government should pay for the data procured from external organizations and whether data 

services integrating data possessed by the government and private enterprises can be provided 

(Lovells, 2021). Nevertheless, these innovative measures of the Shenzhen Data Regulation 

indicate that the city intends to utilize all the data in society. With a shift from e-government 

and the traditional smart city to the new one, data resources have expanded just from 

government data to diverse types of data, including the Internet and enterprise data. 

Government data platforms that were only for internal use are now integrated into a city-wide 

big data platform, which would be more convenient for various stakeholders in society to use. 

 

Recognizing personal data rights is also crucial for protecting data assets. Provisions on data 

rights for stakeholders in society have been provided in the Shenzhen Data Regulation. In 

particular, personality rights have been specified for individuals in dealing with their personal 

data. This would be considered to allow individuals to control the commercialization of their 

data. It is still not clear, however, whether individuals have the right to benefit from the 

transactions of their data (Lovells, 2021). Data companies also have the data rights to the data 

they collected legally and the copyright of the data they produced. Overall, the Shenzhen Data 

Regulation has initiated an innovative approach to data governance. The concept of public data 



24 

 

is clarified, and data rights are recognized for individuals and private enterprises. There is still 

a lack of detailed instruction about what can be categorized as public data. And the definition 

of personal data is not necessarily consistent in different policies and regulations. That could 

confuse private enterprises in implementing data security management and privacy protection 

and discourage sharing and using data to create innovation as expected in implementing the 

policy. 

 

The use of data for fostering innovation needs an institutional environment where economic 

transactions of data can be conducted in a reliable and consistent manner. Addressing this issue, 

the Communist Party of China Central Committee and the State Council published the 

Opinions on Improving the Allocation Systems and Mechanisms of Marketization of 

Production Factors in April 2020 (XinhuaNewsAgency, 2020). Data has been recognized for 

the first time as a new factor of production, regarded as equal to land, labor, capital, and 

technology. Specific regulations were called for on the incubation of the data market and the 

measures for data pricing. For an environment conducive to the marketization of data, it is 

crucial to implement regulations concerning data handling, integrate government data and 

public data, and facilitate the commercialization of data applications. 

 

Measures to establish a data trading system have been introduced in the Shenzhen Data 

Regulation, clarifying the scope and standards of data trading. Trading of data products and 

services containing personal data obtained without legal authorization or public data that has 

not been legally released is explicitly prohibited. Rules for data trading and information 

disclosure need to be developed for platforms. They are required to maintain a secure, 

controllable, and traceable trading environment with explicit measures to protect personal data, 

trade secrets, and important data specified by relevant regulations (Lovells, 2021). 

 

A critical element of an institutional arrangement that facilitates data transactions is the pricing 

of data. As there were very few practices of properly pricing data for economic activities, 

Shenzhen has become the first city in China to pilot statistical accounting of data production 

factors (Shenzhen Special Zone News, 2021). In January 2021, the municipal government 

released the Implementation Plan to Carry Out the Pilot Project of Statistical Accounting of 

Data Factors (Shenzhen Business Daily, 2021). An accounting system for data factors would 

include the statistical accounting methodology, statistical reporting system, and the digital 
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GDP accounting methodology. Close cooperation has been initiated between government 

agencies such as the Data Bureau and local digital technology companies such as Ping An 

Smart City, Shun Feng Technology, and WeBank. 

 

At the forefront of China’s reform and opening-up policy, Shenzhen plays a leading role in 

data exchange and international cooperation in the context of the Greater Bay Area. The 

Outline Development Plan for the Guangdong-Hong Kong-Macao Greater Bay Area was 

published in February 2019 (Xinhua, 2019). This plan proposed to jointly develop a big data 

center in the region and provide a platform for international innovation. Subsequently, the 

Implementation Plan for the Comprehensive Pilot Reform in Shenzhen to Build the City into a 

Pilot Demonstration Zone of Socialism with Chinese Characteristics (2020-2025) was released 

in October 2020 (Xinhua, 2020). In this plan, Shenzhen is expected to lead new initiatives on 

data governance to formulate institutional systems for the protection and utilization of data 

property rights, privacy protection, open sharing of government data, a data platform, and a 

data trading market in the Greater Bay Area. The Shenzhen-Hong Kong-Macao Data 

Accommodation Committee has been proposed in the Shenzhen Data Regulation. Its mission 

would be to establish common governance mechanisms of data security and data integration in 

the region. As Shenzhen and Hong Kong have different frameworks to protect personal 

information, it remains to be seen what kind of approach would be taken to a shared system of 

data governance in the region. 

7 Discussion and Conclusion 

Data governance is a critical issue in developing smart cities. There are few previous studies, 

however, that analyzed actual practices of data governance in smart cities in China. More 

specifically, little empirical research has been done on what kinds of institutional arrangements 

are introduced for data governance, how data openness promotes innovation, and how potential 

data security and privacy risks are addressed. This paper aims to examine the development of 

data governance for smart cities in China by taking the case of Shenzhen as a leading example. 

Shenzhen has initiated novel policies and introduced innovative concepts, such as sharing 

principles and data rights, ahead of most cities in the country. Focusing on the city’s data 

governance scheme in the smart city context, we conducted a detailed analysis of the practice 

of data collection, sharing, and use while addressing concerns about data security and privacy. 

Moreover, we specifically discussed with a case about citizens’ participation in the smart city 
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projects in Shenzhen, and the public private cooperation in the construction and maintenance 

of the big data systems. 

 

Compared with other countries, data governance for smart cities in China places a particular 

emphasis on the centralized approach led by the government. In Shenzhen, data governance 

has evolved from addressing the fragmentation of data among government divisions to 

fostering the integration of various kinds of data in society. The municipal government has 

played a major role in coordinating different stakeholders to join the data-related activities, 

cooperating with technology enterprises to co-construct the open data platforms through 

various modes of contracting and outsourcing. With these arrangements, the Shenzhen 

government intends to build an integrated data governance system covering various sectors of 

society. Projects such as the Zhi Wang project were implemented to develop open data 

programs, build data platforms with enterprises through public-private partnerships, and collect 

data from the public. Open data platforms have provided opportunities for the municipal 

government to share public data with enterprises and the general public for various applications. 

Measures to facilitate the trading of data through market mechanisms have been initiated 

recently. On the other hand, citizens have been recognized to have data rights as data providers 

and owners. The municipal government has also started to introduce specific standards and 

rules to protect data security and privacy, implementing the general policy framework provided 

by the central government. 

 

Nevertheless, there still remain many challenges that face smart city development in China. 

For data collection, there are not sufficient incentives for private sectors and citizens to provide 

their information. Under the principle of voluntary data provision, private enterprises or 

individuals may not necessarily be willing to provide their data or might provide inaccurate 

information. Close coordination between public agencies is still a significant challenge in 

sharing data, and many barriers and obstacles remain in effectively establishing a 

comprehensive public data platform. For data openness, many data sets are not presented in the 

natural form, making it difficult for enterprises and individuals to use the data. Also, data need 

to be standardized to enable broader use of data for different purposes and applications. 

Although the government information center would usually be in charge of this function, the 

sheer volume of data slows down the progress in the open data platform. Furthermore, the value 

of data is not necessarily recognized appropriately in the private sector. For enterprises 
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participating in the smart city, their data assets are hard to evaluate, discouraging exchanging 

and utilizing data to facilitate innovation through collaboration with other actors. While various 

kinds of data are collected in the smart city, citizens are not necessarily informed well of what 

kinds of data are actually collected and how these data are processed and used for what 

purposes. Institutional mechanisms are not yet sufficiently available for citizens to provide 

their needs and expectations about their data in smart cities. Also, citizens may not have 

sufficient knowledge or expertise to make use of the data available through open data platforms. 

It would be crucial to explore ways to encourage active participation and engagement of 

citizens in data governance. That would help their views and preferences be reflected 

adequately for the people-centered approach to smart city development in China. 

 

There are some limitations recognized in this study. The information used in this study mainly 

comes from open information sources of the government and public agencies and interviews 

with a corporate employee who has been involved in the smart city development. Views and 

opinions of other stakeholders, including citizens, are not incorporated into the discussion. 

Further research is necessary to examine to what extent citizens are satisfied with the policies 

and regulations concerning data governance, particularly with regard to data security and the 

protection of privacy. Although a broad historical overview of data governance in Shenzhen is 

provided in this paper, the city’s smart city development is still evolving rapidly, which would 

require continued investigation. To better understand the data governance in China, future 

research could focus on more specific aspects of data governance and explore emerging 

institutional arrangements and stakeholder behavior. 
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